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• Intent-based App Installation


• PackageInstaller API


• Shell and Third-party Apps


• Bonus: Uninstalling Apps
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Intent-based App Installation



Intent-based App Installation
• Supported by all Android versions (although deprecated)


• Easy to use, delegates heavy lifting to OS


• Limited configurability with modern requirements


• Doesn’t works with Split APK and Shared Libs
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PackageInstaller API



PackageInstaller API
• Supported since API 21 (Android 5.0)


• Powerful and complex compared to Intent-based app installation


• Supports installing Split APK and Shared Libs as well


• Allows updating apps without user intervention on new Android versions


• Not reliable on some brands such as Xiaomi
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PackageInstaller API

Creating Session With 
Appropriate Params Copying Files Committing Session and 

Handling Status
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PackageInstaller API
Creating Session with Appropriate Params

• Installing app requires creating session first


• Developers specify required parameters and OS creates it


• Specifying package name for app being installed is required


• Can be opened any number of times (even across reboot) until abandoned


• Valid until abandoned manually or by OS automatically
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PackageInstaller API
Copying Files

• Session requires copying all APKs using the openWrite method


• APKs must be for same package name for which session was created
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PackageInstaller API
Committing Session and Handling Status

• Committing session requires IntentSender


• IntentSender is responsible for handling different status of the session


• Example scenarios include prompting user to install the app or notifying 
about an error


• In case of failures, also responsible for cleanup tasks (if any)
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Shell and Third-party Apps



Running elevated shell commands

• Using libraries such as Magisk’s 
libsu, elevated shell commands 
can be used to install apps


• Allows to install/update apps 
without user intervention


• Installation source can also be 
changed without any extra 
privileges

Root
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Let your app use system APIs directly 

• Shizuku allows apps to use 
system APIs


• User sets up Shizuku with root or 
shell and Shizuku shares its 
permission with other apps


• Alternatively, Sui, which is a 
Magisk module, can also be 
used to achieve similar 
behaviour

Shizuku
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Uninstalling Apps



Uninstalling Apps
• Apps can also be uninstalled using Intent or PackageInstaller APIs


• Elevated shell commands also allows uninstalling apps


• Simplest and recommended way is using Intent


• Intent based uninstallation prompts user confirmation before uninstall
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Thank You!


